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When bribery became systematic, could
the control environment still function?
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COMBINED RESOLUTIONS

More than $1.6bn

S01 | S02

DOJ CRIMINAL FINES

$450m

S01

SEC DISGORGEMENT

$350m

S01 | S02

COMPLIANCE MONITOR

Four years

S01

DOCUMENTED EVENT
On 15 December 2008, Siemens AG and three subsidiaries pleaded guilty before US
District Judge Richard J. Leon to FCPA violations and related charges. Siemens AG itself
pleaded guilty to a two-count information charging criminal violations of the FCPA's
internal-controls and books-and-records provisions. The coordinated DOJ, SEC and
Munich resolutions exceeded $1.6 billion, including $450 million in combined DOJ
criminal fines and $350 million in SEC disgorgement. The SEC alleged that, between 12
March 2001 and 30 September 2007, Siemens engaged in a systematic practice involving
more than $1.4 billion in bribes across Asia, Africa, Europe, the Middle East and the
Americas, using elaborate payment schemes, slush funds, off-books accounts,
intermediaries and cash desks. The SEC attributed the conduct to inadequate internal
controls and a tone at the top in which bribery was tolerated. Siemens agreed to retain an
independent compliance monitor for four years. [S01 | S02]

NFRISK SCENARIO ADAPTATION - NOT AN EXTERNAL FINDING

A global business uses intermediaries, cash-based mechanisms and informal approvals to
win work in higher-risk markets. The formal compliance programme remains in place, but
exceptions are normalised and the actual payment routes sit outside its reliable line of
sight. Senior leaders receive fragments of the pattern without a consolidated view of how
the mechanisms operate across countries and business units.

STRESS-TEST QUESTIONS
01 Can cash desks, intermediary payments or local exceptions move value outside the

standard approval and monitoring path?
02 Can the organisation trace higher-risk third-party payments to their economic purpose,

beneficial recipient, approval evidence and accounting treatment?
03 Does compliance have the information and authority to stop commercially successful

conduct, including where senior business leaders support it?
04 What evidence shows that tone at the top is reflected in payment decisions, disciplinary

outcomes and control exceptions rather than only policy statements?

CONNECTED RISK

Financial Crime & Control Integrity (primary)
Conduct & Governance Risk (contributing)
Data & Control Integrity (contributing)

FRAMEWORK RELEVANCE

COSO ERM lens: Governance & Culture
NFRisk maps the SEC's findings on tone at the
top, tolerated conduct and inadequate internal
controls to COSO's Governance & Culture
component. This is a retrospective analytical
mapping, not an SEC or COSO finding about
Siemens. [S04]

NFRISK PRACTITIONER INTERPRETATION

A formal compliance programme cannot
compensate for a control environment that
does not govern how money actually moves.
Assurance should follow payments through
intermediaries, cash mechanisms, off-books
structures and local exceptions; test whether
books and records reflect economic purpose;
and assess whether compliance has the
authority, information and escalation route
needed to interrupt commercially successful
conduct.

PRIMARY-SOURCE REGISTER
S01 US Department of Justice (2008)
Siemens and subsidiaries plead guilty
S02 US Securities and Exchange Commission (2008)
SEC charges Siemens AG
S03 US Securities and Exchange Commission (2008)
SEC statement on Siemens settlement
S04 COSO (2017)
Enterprise Risk Management - Integrating with
Strategy an…

EVIDENCE BOUNDARY Official findings are separated from the institutional scenario, framework
interpretation and NFRisk practitioner view.

Evidence-controlled risk scenario. Not legal advice. Named organisations are not presented as NFRisk clients. NFRisk | Resolvo Advisory | nfrisk.com | Approved 2026-07-26


